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Executive overview 
 

SSI concept, in particular the holder-issuer-verifier model are compatible with most approaches to data 
spaces today. Data space initiatives and working groups have embraced existing and emerging SSI 
standards and their nascent specifications from IETF working groups, W3C and the Open Identity 
Foundation. Entities and actors and their corresponding identities in data spaces can be equipped with 
attributes in SSI credentials and are integrated in suitable trust models. 
The most prominent federated data space initiatives – Gaia-X and the Eclipse Dataspace Components 
(EDC) – fully embrace SSI in their technical and architectural specifications. 
 
The functional decomposition of some ICAM & Trust over IP components suggests an overlap with the 
EUDI Wallet. Even if some XFSC components might be integrated in TrustED’s solution, the use of those 
overlapping components are most certainly not required in order to provide an entity with a decentralized 
identity mechanism capable of performing mutual authentication with other actors inside or outside the 
dataspace. 
This identity mechanism is to provide a connection between an EUDI Wallet and some EDC components 
(e.g. the Connector or the Federated Catalog). However, as the EDC relies on the non-EUDI compliant 
Decentralized Claims Protocol as its own, custom claims protocol and standard, it is required to enhance 
the EDC with end-user focussed standards such as OID4VP and OID4VCI in order to fit the use case in 
TrustED better. This will also allow us to integrate an EUDI-compliant Wallet using those protocols. 
In general, most of the SSI standards documents are still work in progress and must be closely monitored 
through the duration of this project for any protocol-breaking changes in order for the TrustED identity 
components to stay compatible. This moving target is an unfortunate result of the EUDI and data space 
standards that in turn rely on those documents, primarily due to the lack of alternatives and relative 
maturity and validation through implementations of the works in progress. 
Innovative approaches through SSI such as the Trust Management Infrastructure (TRAIN) may be used as 
blueprints for custom trust establishment mechanisms due to its sole reliance on already supported 
W3C and IETF SSI standards in combination with EDC components and EUDI Wallet. 
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Introduction 
 

The TrustED project aims to integrate its self-sovereign identity service into EUDI-compliant data spaces 

such as the Gaia-X Federation Services (GXFS) Identity and Trust Component or the Eclipse Dataspace 

Components (EDC). It will be based on W3C standards such as DID and VC, and OpenID protocols for 

verifiable credential issuance (OIDC4VP) and verifiable presentation exchanges (OIDC4VP).  

State of SSI standardisation activities  
 

We reviewed the European Digital Identity (EUDI) Wallet Toolbox and envisioned communication protocols, 

as well as data formats. 

 

EUDI Wallet Toolbox 

 
The EUDI Wallet Toolbox has its origin on the European Commission’s Recommendation (EU) C(2021) 3968 

final of 3 June 2021 on a common Union Toolbox for a coordinated approach towards a European Digital 

Identity Framework. It includes a technical Architecture and Reference Framework (ARF) designed to 

facilitate the use and integration of digital wallets within the European Union. It aims to provide a 

standardized approach to digital identity management and secure transactions across Member States. 

The EUDI Wallet Ecosystem comprises various roles, including but not limited to End Users, EUDI Wallet 

Providers, Person Identification Data (PID) Providers, Qualified/Non-qualified Electronic Attestation of 

Attributes ([Q]EAA) Providers, Trusted List Providers, and Relying Parties, with each role having specific 

responsibilities, from managing personal data to providing attestations. 

Its Lifecycle Management details the lifecycle of the EUDI Wallet, PID, and Electronic Attestations of 

Attributes (EAA), including stages such as issuance, validity checks, expiration, and revocation. 

The EUDI Wallet Architecture Components include key management systems, attestation exchange 

protocols, issuance protocols, data models, and schemas, emphasizing secure cryptographic practices 

to ensure data integrity and confidentiality. 

Different Flow Types support various data exchange flows, such as proximity supervised, proximity 

unsupervised, remote cross-device, and remote same-device, each addressing different interaction 

scenarios between Users and Relying Parties. 

There are different types of assurance levels: Type 1 for high-level assurance identification and Type 2 for 

additional flexible use cases like health and education, enabling tailored management of PID and EAA. 
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A Certification Process requires EUDI Wallets to be certified by accredited bodies to ensure compliance 

with technical and operational standards. 

 

The key selling points of the European Digital Identity (EUDI) framework include interoperability, providing 

a standardized digital identity solution across EU Member States for seamless cross-border recognition. 

It emphasizes user control, empowering users to manage their own digital identities while ensuring 

privacy and selective disclosure of personal information. 

There is a reference implementation available as open source for developers across Europe, along with 

opportunities for real-world testing and feedback through large-scale pilot projects aimed at continuously 

improving the framework. Regulatory compliance is ensured by aligning with eIDAS regulations and future 

legislative developments, maintaining legal standards. 

Ecosystem collaboration involves diverse stakeholders from both public and private sectors for a 

comprehensive approach to digital identity management. The envisioned protocols and data formats for 

the EUDI framework are designed to ensure secure and efficient management of digital identities across 

the EU. Key protocols include the Attestation Exchange Protocol for secure requests and presentations 

of Person Identification Data (PID) and Electronic Attestations of Attributes (EAA), and the Issuance 

Protocol, which outlines how this data should be issued and formatted. 

The specified data formats for the EUDI wallet include JSON and CBOR, ensuring interoperability and 

adherence to international standards such as ISO/IEC 18013-5:2021 and the W3C Verifiable Credentials 

Data Model. The framework emphasizes selective disclosure capabilities, allowing users to share only 

relevant data, and mandates the use of cryptographic signatures and encryption techniques to enhance 

security, thereby fostering trust in digital transactions within the EUDI ecosystem. 

 

OpenID for Verifiable Credential Issuance 

 
OIDC4VCI outlines a specification for an API that enables the issuance of Verifiable Credentials (VCs) using 

OAuth 2.0. Within a digital identity wallet, this specification allows users (holders) to securely request and 

manage various types of credentials issued by trusted entities (credential issuers). 

Key points regarding the use of this API in a digital identity wallet include credential issuance, allowing the 

wallet to initiate requests for credentials from various issuers, such as universities or government 

agencies. The wallet uses OAuth 2.0 to obtain authorization tokens, ensuring secure access to the 

credential issuance process, which streamlines the management of user credentials. 

The specification supports multiple credential formats, such as JWT and ISO mobile driving licenses, 

ensuring compatibility with different systems and use cases. Users maintain control over their credentials, 
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deciding when and how they are shared with verifiers, while the specification emphasizes minimizing 

data sharing and maximizing user consent and privacy. 

 

Deferred issuance is permitted, meaning some credentials may not be immediately available but can be 

retrieved later, beneficial for processes requiring verification or background checks. The wallet can receive 

notifications from credential issuers about the status of credential requests to keep users informed. 

Key attestations can be provided to ensure the secure management of cryptographic keys used for 

credential issuance. The API supports flexible authorization flows, including issuer-initiated and wallet-

initiated flows, allowing adaptability based on the user's context. 

The protocol works as follows: the process begins with a Credential Issuer (e.g., a university) offering a 

Credential to the Wallet via a Credential Offer communicated through a link or QR code. Upon receiving 

the offer, the Wallet sends an Authorization Request to the Authorization Server, including parameters 

such as the types of Credentials it wishes to obtain, utilizing OAuth 2.0 scopes or authorization details. 

The Authorization Server processes the request, requiring the End-User to authenticate and consent to 

the issuance of the Credential. After successful authentication, an Authorization Response containing an 

Authorization Code is sent back to the Wallet. The Wallet exchanges this Authorization Code for an Access 

Token by making a Token Request to the Token Endpoint of the Authorization Server, which grants 

permission to request the actual Credential. 

The Wallet then sends a Credential Request to the Credential Issuer's Credential Endpoint using the 

Access Token, which may include proofs of possession if the Credential is cryptographically bound to the 

End-User. Upon validating the Access Token and proofs, the Credential Issuer issues the requested 

Credential(s) in the Credential Response. If the Credential Issuer needs more time to issue the Credential, 

it can return a Transaction ID, allowing the Wallet to later request the Credential using a Deferred 

Credential Request. 

 

OpenID for Verifiable Presentations  

 

Following the OpenID for Verifiable Presentations (OID4VP) specification, the issued Credential can later 

be presented to Verifiers (e.g., employers) without involving the Credential Issuer, ensuring privacy and 

control for the End-User. The issuer’s signature or a derived prof of knowledge ensures that the credential 

was created with approval of the credential issuer, and – given trust in the issuer – ensures 

trustworthyness of the attestations given in the credential.  However, for authorization scenarios an 

additional identity check is required: That the entity involved in a protocol interaction actually is the holder 

of the credential, and has not just replayed a credential seen somewhere else. A newly defined Nonce 
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Endpoint may be used to retrieve a unique challenge value to prevent replay attacks during a proof of 

possession in Credential Requests.  

The protocol itself replaces and/or extends the OpenID Authorization Code Grant Flow, which itself is an 

extension of the OAuth 2.0 Authorization Code Grant. It adds additional parameters for the client to 

request verifiable presentations from the authorization server. The parameters cover a query for specific 

credentials types, specified in a new query language called “Digital Credentials Query Language (DCQL)”, 

queries for specific formats of these credentials and existing, as well as newly defined ways to convey 

the credentials to the requesting client. 

Furthermore, a new concept called Client Identifier Scheme, which is also available as a draft in the OAuth 

IETF Working Group, adds additional ways of registering clients at an authorization server, as well as 

means to authenticate them. 

The protocol is intended to be integrated with existing login and authorization flows. This allows 

authorization in a wide range of protocols relying on OpenID Connect and OAuth 2.0 using Verifiable 

Credentials and Presentations. In particular, endpoints specified as “OAuth protected Resource Servers” 

require no code changes, since all changes are specified for the external OAuth authorization server. 

Like many specifications in the scope of OpenID for Verifiable Credentials, it is important to emphasize 

that the documents under consideration are drafts, not finished specifications, which should limit the 

expectations for the interoperability of solutions developed for TrustED as a whole, should such protocols 

be considered in further work items. At the very least, close monitoring of changes to the specifications 

is necessary. 

OIDC4VCI [2] and OIDC4VP [3] are still in a draft stage and consequently details are subject to change. 

This implies that interoperability is difficult to establish and requires close monitoring of any changes to 

the drafts. This also applies to W3C standards related to the credential format JWT-based VCs [4] and 

the relevant sister specifications at the IETF OAuth WG SD-JWT VC [5, 6] and SD-JWT [6]. 

 

Self-Issued OpenID Provider v2 

 
SIOPv2, which is essential for using OIDC4VP in wallet applications, has not seen any updates or releases 

over the past year. The protocol outlined in the "Self-Issued OpenID Provider v2 - draft 13" introduces the 

Self-Issued OpenID Provider (SIOP), allowing end-users to control their own identity without relying on a 

centralized OpenID Provider (OP). In this model, the end-user issues their own identity tokens and 

presents them directly to Relying Parties (RPs). The self-issued ID tokens are signed with keys controlled 

by the end-user, enabling self-attested claims as well as the option to present verifiable claims from 

trusted third parties. This approach emphasizes user autonomy and privacy, as users are not dependent 

on a third-party provider for their identity. 

https://openid.net/specs/openid-4-verifiable-credential-issuance-1_0.html
https://openid.github.io/OpenID4VP/openid-4-verifiable-presentations-wg-draft.html
https://www.w3.org/TR/vc-jose-cose/
https://datatracker.ietf.org/doc/draft-ietf-oauth-sd-jwt-vc/
https://datatracker.ietf.org/doc/html/draft-ietf-oauth-selective-disclosure-jwt-14


 

Enabling Trustworthy European Data Spaces through Self-Sovereign Identity and Privacy Preserving Technologies. 

This project has received funding from the European Union's Horizon Europe research and innovation programme under grant agreement No. 101168467.

   11 

The primary differences between the SIOP model and the classical OpenID Provider model lie in the trust 

relationships and the validation processes of ID tokens. In the traditional model, the OP, as a centralized 

authority, issues ID tokens that RPs validate using the OP's public key, establishing trust based on the 

OP's reputation and legal standing. Conversely, in the SIOP model, the end-user's identifier, which can be 

a decentralized identifier or a public key fingerprint, serves as both the issuer and subject of the ID token. 

The ID token is self-signed, meaning the RP must validate the token using the user's key material rather 

than relying on the OP's trust. This shift not only empowers users but also alters the way identity validation 

is approached, moving from centralized trust to user-centric control. 

The Self-Issued OP Concept allows users to issue their own ID tokens and present claims directly to 

Relying Parties (RPs), with the SIOP not asserting identity information but enabling users to be the issuers. 

Key features include self-attestation, where users can present self-attested claims, and cryptographic 

verification, allowing SIOPs to present claims verified by trusted third parties. 

The protocol flows describe authentication for both same-device and cross-device models, with cross-

device interactions potentially involving QR codes for initiating requests. Discovery and registration 

mechanisms facilitate RPs in discovering SIOP metadata and for self-registration of RPs. 

ID tokens specify how tokens are structured and validated, including claim definitions. Security and 

privacy considerations highlight the need for TLS and secure handling of user data while discussing risks 

associated with cross-device usage and phishing. Use cases address scenarios such as resilience against 

provider outages, user claim presentations, and identifier portability. 

 

Verifiable Credentials for JWTs (VC-JWT) 

 

The specification "Verifiable Credentials (VC) using JSON Object Signing and Encryption (JOSE) and CBOR 

Object Signing and Encryption (COSE)" [7] outlines a framework for securely representing and transmitting 

verifiable credentials using JOSE and COSE standards. It details how to create verifiable credentials in 

both JSON and CBOR formats, leveraging digital signatures and encryption to ensure the authenticity, 

integrity, and confidentiality of the credentials. 

The document specifies the structure of verifiable credentials, including the use of JSON Web Signatures 

(JWS) and CBOR Web Signatures (CWS) for signing credentials, and JSON Web Encryption (JWE) and 

CBOR Web Encryption (CWE) for encrypting them. It discusses the roles of issuers, holders, and verifiers 

in the credential ecosystem and emphasizes the importance of cryptographic bindings to ensure that 

credentials can be trusted. 

https://www.w3.org/TR/vc-jose-cose/
https://www.w3.org/TR/vc-jose-cose/
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Additionally, the specification provides guidelines for implementing these standards in various use cases, 

ensuring interoperability across different systems and platforms. It also addresses security 

considerations and best practices for managing keys and handling sensitive data. 

Overall, the specification aims to facilitate the secure issuance, exchange, and verification of verifiable 

credentials, promoting user control and privacy in digital identity management. 

 

Selective Disclosure for JWTs (SD-JWT) 

 
Selective Disclosure for JWTs (SD-JWT) [7] defines a mechanism for selectively disclosing individual 

elements of JSON data used in JSON Web Signatures (JWS), specifically for JSON Web Tokens (JWTs). 

Key points include selective disclosure, which allows a token holder to share only specific claims from a 

JWT while keeping others confidential, thereby enhancing privacy. 

SD-JWTs consist of an issuer-signed JWT and zero or more disclosures. There is also a variant called SD-

JWT+KB that includes key binding for added security. Instead of sending plaintext claims, SD-JWTs use 

a hashed version of claims along with a unique salt to ensure the integrity of the data can be verified 

without revealing it. 

Verifiers check the signature of the JWT, validate disclosures, and ensure that the hashes match to 

confirm authenticity. The document discusses the importance of unlinkability and the management of 

user data to prevent unauthorized correlation and exposure. Additionally, it emphasizes the necessity of 

securely managing cryptographic keys, ensuring that sensitive claims are not disclosed, and maintaining 

the integrity of the SD-JWTs and their components. 

 

The specification outlines various data formats, flow diagrams, and examples of token issuance and 

presentation, including a comprehensive discussion on security and privacy implications. For more details, 

refer to the actual draft and its sections on implementation, security, and examples. 

 

ISO/IEC 18013-5:2021 

 
Unfortunately, we do not have access to this document, which is referenced in 

the EUDI Wallet Toolbox. For this reason, we cannot currently assess the impact 

of the formats and protocols proposed. 

 

BBS Signature Scheme 

https://datatracker.ietf.org/doc/draft-ietf-oauth-selective-disclosure-jwt/
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An internet draft [8] details and specifies formally the BBS (Boneh-Boyen-Shacham) Signature Scheme, 

a digital signature protocol that allows for secure multi-message signing while enabling selective 

disclosure of signed messages. This document is a work in progress for the IETF, detailing both theoretical 

underpinnings and practical implementations of the BBS Signature Scheme. 

Key points include selective disclosure, where signers can produce a single, constant-size signature for 

multiple messages, allowing provers to reveal only specific messages while keeping others confidential. 

The scheme incorporates zero-knowledge proofs, enabling the generation of proofs of knowledge without 

revealing the actual signature or undisclosed messages, thereby ensuring privacy. Provers can 

demonstrate they possess a valid signature without disclosing it, which may include binding a 

presentation header for context. 

Security and privacy considerations are addressed, including potential privacy threats and the importance 

of using secure random number generation to prevent information leakage. The document outlines 

implementation details, including parameters for the scheme such as curve selection (BLS12-381), key 

generation, and various cryptographic operations. 

 

W3C Verifiable Credentials  

 
The W3C Verifiable Credentials Data Model v2.0 outlines a specific structure for verifiable credentials 

represented using JSON. The properties of a credential include a unique identifier for the credential, 

typically a URI; a list of types that specify the nature of the credential, such as "VerifiableCredential" or 

"UniversityDegree"; the entity that issued the credential, represented as a URI or a DID (Decentralized 

Identifier); a timestamp indicating when the credential was issued; and a timestamp indicating when the 

credential expires, if applicable. 

For the purposes of the EUDI Wallet, JSON-LD can mainly be replaced by JSON, and cryptographic 

signatures can be applied using JSON Web Tokens (e.g. SD-JWTs). However, the use of SSI in 

implementations of Data Space components (cf. XFSC) still often requires the use of JSON-LD-based 

verifiable credentials. 

 

SSI in Data Spaces  
 

Gaia-X 

For this analysis, we will focus on Gaia-X specifications and the GXFS reference implementations follow 

a standards-aligned approach to SSI, implementing most of the OID4VC specifications. 
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According to the Gaia-X Identity, Credentials and Access Management Work Group [9] and the 2024 

release of the technical specification [10] Gaia-X data spaces support OpenID Connect standard related 

to SSI technologies, in particular the OIDC4VC collection of standards surrounding Verifiable Credentials.  

The classical SSI entities of holder, issuer and verifier whereas the entities of the Gaia-X architecture are 

Provider, Trust Anchor and Consumer. Each of those entities possess an Identity Verifiable Credential (VC). 

A Gaia-X Credential is a Verifiable Credential (VC) following W3C Verifiable Credential Data Model 2.0 using 

the Gaia-X Ontology which is available via the Gaia-X Registry. Gaia-X Credentials include the credentials 

which are formerly known as Self-Descriptions (while the concept of Self-Descriptions still exists). They 

are represented as Verifiable Credentials with claims expressed in the RDF format. Trust between the 

individual participants is established through classical access control components (e.g. PDP) in 

combination with a managed Policy Reasoning Engine that enables the provider of a service to define 

policies and math those against usage intentions declared by a customer. It must be noted that the Gaia-

X architecture the core roles of Provider and Consumer are in a business-to-business relationship in 

which the Consumer is consuming a service offering by the Provider. This excludes any kind of End-User 

which is eventually serviced by the Consumer. Consumer software components can consequently be 

deployed and functional on End-User devices or as cloud services. Consequently, as defined in the Gaia-

X Trust Framework [11] Legal and Natural persons may be onboarded as any of the three roles (Provider, 

Consumer, and Operator). 

 

Gaia-X Federation Services 

 

The Gaia-X Federation Services (GXFS)  [12] initiative and its XFSC toolbox [13] as a reference 

implementation provides specific services and standards in the scope of Gaia-X. It is focuses on creating 

technical implementations and facilitate the federation of services. It develops components according to 

specific technical specifications and standards and thus provides a more concrete look into actual 

instantiations of the components envisioned by Gaia-X. The XFSC toolbox was officially handed over to 

the Eclipse Foundation as a community project in late summer 2023 and renamed the “Eclipse Cross 

Federation Service Components”. 

The XFSC Authentication and Authorization reference implementations mostly align with the Gaia-X IAM 

WG specifications in terms of specifications used. It integrates SSI authentication and authorization flows 

through a dedicates SSI Adoption Layer that mediates between “Standard” classical IAM infrastructure 

and protocols and SSI.  

 

https://gitlab.com/gaia-x/technical-committee/identity-credentials-and-access-management-working-group/icam
https://docs.gaia-x.eu/technical-committee/identity-credential-access-management/24.07/pdf/document.pdf
https://docs.gaia-x.eu/technical-committee/identity-credential-access-management/24.07/pdf/document.pdf
https://docs.gaia-x.eu/policy-rules-committee/trust-framework/22.10/participant/
https://docs.gaia-x.eu/policy-rules-committee/trust-framework/22.10/participant/
https://www.gxfs.eu/
https://gitlab.eclipse.org/eclipse/xfsc/
https://www.eclipse.org/org/foundation/
https://gitlab.eclipse.org/eclipse/xfsc/authenticationauthorization
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Gaia-X envisions a set of data spaces that may optionally federate with each other. This poses challenges 

in terms of security domain separation and trust establishment. Gaia-X addresses the challenges of trust 

management in its federated architecture in combination with SSI through its dedicated trust 

management infrastructure component (TRAIN) which acts as a functional component of a Trust Service 

Provider. It facilitates trust policy management and trust establishment into SSI credentials across data 

spaces and trust domains. It facilitates the use of Trusted Lists as trust anchors for integration in eIDAS 

use cases as well as leveraging SSI trust models through the use of a Universal Resolver for DIDs. 

 

TRAIN can also be modified and extended [14] to use the GNU Name System [14], in order to mitigate 

some of the shortcomings of DNS [16]. 

 

https://dl.gi.de/server/api/core/bitstreams/83917d6e-c513-4afe-b838-ea4ff87a0f51/content
https://www.rfc-editor.org/rfc/rfc9498.html
https://www.rfc-editor.org/rfc/rfc8324.html
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The SSI Adoption layer also integrates with XFSC trust services [17] which implement TRAIN and interface 

with the classical SSI entities of issuer, holder and verifier, as well as all services, in order to establish and 

manage trust relationships. 

  

Eclipse Dataspace Components Connector (EDC) 

The Eclipse Dataspace Components Connector (EDC Connector) [18] is an open-source project that is 

supposed to enable secure and controlled data sharing across organizations within a data space. A data 

space is a federated environment where participants can exchange data based on mutual agreements 

while maintaining sovereignty over their data. 

EDC Connector is designed with principles of decentralization, interoperability, and trust, aligning with 

initiatives like GAIA-X and the International Data Spaces (IDS). It provides: 

https://gitlab.eclipse.org/eclipse/xfsc/train/TRAIN-Documentation/-/blob/main/architecture/Trust%20Management%20Infrastructure%20for%20GX.pdf
https://github.com/eclipse-edc/Connector
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• Policy enforcement: Participants define how their data can be used. 

• Secure data transfer: Ensures data is shared safely between participants. 

• Decentralized identity management: Uses self-sovereign identity (SSI) and verifiable credentials. 

• Interoperability: Supports industry standards for data exchange. 

The EDC Connector is a central gateway component used in many data space projects out there and 

should be taken into consideration.  

Dataspace Protocol (DSP) 

The Dataspace Protocol (DSP) [19] is a communication protocol designed for decentralized data spaces, 

ensuring secure and verifiable data exchange between participants. 

• It enables peer-to-peer data transactions while maintaining compliance with governance rules. 

• It includes mechanisms for identity verification, access control, and trust negotiation. 

• It facilitates data usage tracking and auditability, ensuring compliance with regulations like GDPR. 

Decentralized Claims Protocol (DCP) 

The Decentralized Claims Protocol (DCP) [20] focuses on verifiable credentials and decentralized identity. 

It allows organizations to issue, verify, and manage self-sovereign identities (SSI) in a decentralized way. 

The claims of the project are as follows: 

• It enables privacy-preserving identity verification without exposing unnecessary personal data. 

• It allows participants to verify claims (such as company certifications, roles, or access rights) 

without relying on a central authority. 

• It supports zero-knowledge proofs (ZKP) and other cryptographic techniques to ensure minimal 

data disclosure. 

 

In reality, the protocol is very basic: 

https://github.com/eclipse-dataspace-protocol-base/DataspaceProtocol
https://github.com/eclipse-dataspace-dcp/decentralized-claims-protocol
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https://github.com/eclipse-dataspace-dcp/decentralized-claims-protocol/tree/main/specifications 

This means, the protocol can handle generic types of DIDs. Privacy properties are achieved by selectively 

generating self-issues VCs.  

 

Suitability of EDC Connector, DSP, and DCP for Privacy-Preserving Identity 
Management 

 

The EDC Connector and the related protocols are suitable to integrate privacy-preserving aspects of 

identity management. Aspects that could be of relevance could be: 

1. Decentralization & Data Sovereignty 

a. Participants retain control over their identity and data. 

b. There is no central authority controlling access, reducing risks of breaches. 

2. Verifiable Credentials & SSI Integration 

a. DCP enables privacy-preserving identity verification using verifiable credentials. 

b. DSP ensures that identity-related claims are exchanged securely. 

3. Policy-Based Access Control 

a. EDC Connector enforces policies that control how identity-related data is shared and 

used. 

b. Participants can define fine-grained access rules for identity-related data. 

4. Privacy-Preserving Mechanisms 

a. Use of zero-knowledge proofs (ZKP) ensures that participants can verify claims without 

exposing sensitive details. 

b. Selective disclosure allows participants to share only necessary identity attributes. 

https://github.com/eclipse-dataspace-dcp/decentralized-claims-protocol/tree/main/specifications
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5. Auditability & Compliance 

a. Ensures compliance with privacy laws like GDPR by giving users control over their identity 

data. 

b. Enables transparent and verifiable logging of identity transactions while preserving privacy. 

By integrating privacy-preserving identity management into EDC Connector, DSP, and DCP, organizations 

can create trusted, decentralized, and sovereign data-sharing ecosystems. This ensures that identity 

verification is secure, privacy-focused, and interoperable, making it an ideal framework for trustworthy 

digital identities in modern data spaces. 

Conclusions 
To conclude, it is reasonable to compare the relevant initiatives and protocols where one or the other 

can (or must) be chosen in order to proceed with integration and validation in this and other work 

packages. In the following, we present some assessments and reasonings that will help in the planned 

follow-up task in this work package.  

GXFS (XFSC) and EUDI Wallet 

Following the path the European Union Digital Identity (EUDI) Wallet has set for digital identity, allowing 

for new decentralized Trust models within the European Union, the Eclipse Cross Federation Services 

Components (XFSC) Toolbox has included decentralized identity management as one of their main 

objectives. In this regard, its key area of convergence with the EUDI Wallet is its Identity, Credential, and 

Access Management (ICAM) & Trust over IP components. 

In XFSC, these components are designed to empower federations to authenticate and authorize users 

and systems in a decentralized, self-sovereign manner, ensuring trust without relying on a central 

authority.  

Coordinated by the European Commission and designed to comply with the eIDAS Regulation, the EUDI 

Wallet embodies the same commitment to secure digital interactions as seen in XFSC's approach, even 

though its focus is on empowering European citizens and businesses rather than federated ecosystems. 

Having that said, the ICAM & Trust over IP components are constituted by: 

• Authentication/Authorisation Service (AAS) 

• Organisation Credential Manager (OCM) 

• Personal Credential Manager (PCM) 

• Trust Services API (TSA) 

• Notarisation Service (NOT) 

• Trust Management Infrastructure (TRAIN) 
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Taking into account the EUDI Wallet Architecture and reference framework (ARF) [21], OCM and PCM could 

be represented by the same Wallet Solution, in our case, the TrustED Wallet. The TrustED Wallet is 

equipped to manage trusted lists and support trust anchor communication, effectively providing 

functionalities equivalent to TRAIN. Additionally, the NOT is analogous to the multimodal verification and 

document validation service offered by TrustED, while the TSA facilitates the creation and validation of 

digital signatures, a capability also integrated into the wallet solution. Finally the ASS, which delivers a 

decentralised, SSI management and uses established protocols like OpenID Connect can be 

implemented with an EUDI Wallet as it meets the standards of security and trust required by XFSC.[21], 

OCM and PCM could be represented by the same Wallet Solution, in our case, the TrustED Wallet. The 

TrustED Wallet is equipped to manage trusted lists and support trust anchor communication, effectively 

providing functionalities equivalent to TRAIN. Additionally, the NOT is analogous to the multimodal 

verification and document validation service offered by TrustED, while the TSA facilitates the creation and 

validation of digital signatures, a capability also integrated into the wallet solution. Finally the AAS, which 

delivers a decentralised, SSI management and uses established protocols like OpenID Connect can be 

implemented with an EUDI Wallet as it meets the standards of security and trust required by XFSC. 

GXFS (XFSC) and EDC 

In this case, both XFSC and provide an implementation of a Federated Catalogue. In the case of the XFSC 

Federated Catalog, it needs an external component (a Credential Event Service) to be considered a 

federated solution. The same does not apply to the EDC solution, as it can be deployed embedded in 

each EDC Connector of a Dataspace, utilizing a crawling mechanism to autonomously update itself by 

aggregating catalogs from multiple participants. Furthermore, given that the EDC already incorporates an 

embedded Federated Catalog, utilizing the existing EDC catalog may facilitate deployment and reduce 

complexity of the system. 

DCP and OID4VC 

Although DCP (the protocol implemented by EDC), is built on many of the same decentralised identity 

standards as OID4VC, they differ on the way they are intended to be used. 

OID4VC mandates human interactions, whereas DCP was specifically designed for machine-to-machine 

interactions. The latter could prove itself problematic, as European Regulations require that natural 

persons provide explicit consent when their personal data is processed. As this is considered a risk, 

OID4VC could thereby be considered a safer generalised implementation for identity management., 

safeguarding against possible use cases where the dataspace participants are natural persons. 

https://eu-digital-identity-wallet.github.io/eudi-doc-architecture-and-reference-framework/latest/
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